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Figure 1: The Top Ten Threats for July 2008 at a Glance
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Analysis of ESET s ThreatSense.Net , a sophisticated malware reporting and
tracking system, shows that the highest number of detections this month, with
almost the 12.72% of the total, was again scored by the malware family we
categorize as Win32/PSW.OnLineGames.

More detail on the most prevalent threats, including their previous position (if any)

inthe Top Ten and their percentage values relati ve to all the threats detected by
ThreatSense.Net is given below.



For more information on how the reporting system works, see “Worldwide
Coverage with ESET's ThreatSense.Net®” section at the end of this report.

1. Win32/PSW.OnLineGames

Previous Ranking : 1
Percentage Detected : 12.72%

During the month of July 2008, close to 12.72% of all threat detections were
flagged as Win32/PSW.OnLineGames. This is a family of Trojans with keylogging
and rootkit capabilities which gather information relating to online games and
credentials for participating. Characteristically, the information is sent to a remote
intruder's PC.

It's important for participants in MMORPGs (Massively Multi-player Online Role
Playing Games) like Lineage and World of Warcraft, as well as “metaverses” like
Second Life, to be aware of the range of threats ranged against them: not just
harassment nuisances like griefing and pointless quasi-viral attacks like grey goo,
but phishing and other scams that can result in financial loss in the real world. Their
objective in such cases is to steal account information or game items and then
resell them on the black market (or at any rate on eBay). The ESET Malware
Intelligence team has considered this issue at more length in the ESET Mid-Year
Global Threat Report, which will come out at about the same time as this report.

2. INF/Autorun

Previous Ranking : 3
Percentage Detected : 4. 68%

This detection label is used to describe a variety of malware using the file
autorun.inf as a way of compromising a PC. This file contains information on
programs meant to run automatically when removable media (often USB flash
drives and similar devices) are inserted into a computer. ESET security software
heuristically identifies malware that installs or modifies autorun.inf files as
INF/Autorun when it isn't identified as a member of a specific malware family.

Removable devices are very popular: malware authors are well aware of this, and
there are serious implications for computer users. The default Autorun setting in
Windows will automatically run a program listed in the autorun.inf file when you
access many kinds of removable media. There are many types of malware that
copy themselves to removable storage devices: while this may not be the



