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Figure 1: The Top Ten Threats for June 2008 at a Glance

TOP 10 ThreatSense.Net June 2008

Analysis of ESET’s ThreatSense.Net®, a sophisticated malware reporting and tracking
system, shows that the malwarefamily Win32/PSW.OnLineGames again scores the
highest number of detections with almost 13.12 % of the total.

More detail on these threats, including their previous position (if any) in the “Top Ten”
and their percentage values relative to all the threats detected by ThreatSense.Net® is
given below.

For more information on how the reporting system works, see “Worldwide Coverage
with ESET’s ThreatSense.Net®” section at the end of this report.



1. Win32/PSW.OnLineGames

Previous Ranking: 1
Percentage Detected: 13.12%

During the month of June 2008, close to 13.29% of all threats detected were flagged as
Win32/PSW.OnLineGames. This is a family of Trojans with keylogging and rootkit
capabilities which gathers information relating to online gaming and its credentials. It
may also send such information to a remote PC. This does represent a sizeable drop in
the proportion of detections from last month'’s, but not necessarily a drop in the number
of infections.

2. Win32/Adware.Virtumonde

Previous Ranking: 2
Percentage Detected: 4.90%

This detection represents a family of “potentially unwanted” applications used to deliver
advertisements to users’ PCs. Among other actions, while running, it may open multiple
windows containing unwanted advertising material, and it can be very difficult to
automate removal completely. Adware is still a big profit generator for malware
operators and we see this with the presence of Virtumonde, Toolbar.MyWebSearch and
Adware.SearchAid in the top 10.

3.INF/Autorun

Previous Ranking: 3
Percentage Detected: 4. 60%

This detection label is used to describe a variety of malware using the file autorun.infas a
way of compromising a PC. This file contains information on programs meant to run
automatically when removable media (often USB flash drives and similar devices) are
inserted into a computer. ESET NOD32 heuristically identifies malware that installs or
modifies autorun.inf files as INF/Autorun when it isn’t identified as a member of a more
specific family of malware. Removable devices are very popular and malware authors are
aware of this. A lot of malware copies itself to removable storage devices, making it easy
to spot.
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4. Win32/Pacex.Gen

Previous Ranking: 8
Percentage Detected: 2. 59%

The Pacex.gen label designates a wide range of malicious files that use a specific
obfuscation layer. This obfuscation layer has been seen in use mostly in password
stealing Trojans. The .gen suffix means “generic”: that is, the label covers a number of
known variants and may also detect unknown variants with similar characteristics.

5. WMA/TrojanDownloader.Wimad.N

Previous Ranking: 17
Percentage Detected: 2.34%

This threat is a Windows Media file that redirects the media browser to malicious URLs to

download additional malicious components including adware. This downloader is
passed off on peer-to-peer networks as popular mp3s.

6. Win32/Toolbar.MywebSearch

Previous Ranking: 6
Percentage Detected: 2.03%

This is a Potentially Unwanted Application. In this case, it's a toolbar which includes a
search function that directs searches through MyWebSearch.com.

7. SWF/Exploit.CVE-2007-0071

Previous Ranking: Not applicable
Percentage Detected: 1.47%



This is a detection of an attempt to exploit an integer overflow condition in versions of
Adobe Flash Player up to and including 9.0.115.0 so that a remote attacker is able to
execute arbitrary code, using a specially formatted SWF file. An SWF (Shockwave Flash)
file is a multimedia file commonly used to display animated vector graphics. This
vulnerability was patched by Adobe on April 8th 2008, and is described in more detail at
http://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2007-0071.

8. Win32/TrojanDownloader.Murlo.NN

Previous Ranking: Not applicable
Percentage Detected: 1.35%

This is a label used to identify a Trojan horse that, once installed on a computer,
downloads additional malicious components at the request of an attacker.

This threat creates a file called IEXPLORE.exe in the %windows% directory and injects

code into Internet browser processes (currently Firefox, Opera and Internet Explorer).
The injected code is used to download more files from the Internet.

9. Win32/Adware.SearchAid

Previous Ranking: 5
Percentage Detected: 1.22%

Characteristically, this type of program is used to direct a browser to pop-up ads, and is
installed as part of the licensing requirements of another application.

10. Win32/Qhost

Previous Ranking: 8
Percentage Detected: 0.99%

Members of this group of Trojans copy themselves to the Windows %system32% folder
before communicating over DNS with its command and control server. Win32/Qhost can
spread through e-mail and gives control of an infected computer to an attacker. The
Trojan modifies the DNS settings on an infected machine so as to change the way that
domain names are mapped to IP addresses. This is often done so that the compromised
machine can’t connect to a security vendor’s site to download updates, or to redirect
attempts to connect to one site so that another is accessed instead.
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How We List Malware in this Report

Malware (malicious software) currently spreading “In the Wild” has a wide range of
different features and capabilities, and often there are many variants of each threat type
categorized into many malware families. Most of the detections we note here are
actually generic: they consolidate detection of a number of related known threats under
a single label, and may also catch new variants. We do this because most individual
variants of current malware have a short shelf life before they are replaced or modified in
an attempt to keep evading detection by anti-malware applications, so figures relating
to a single variant or sub-variant don't really tell you much.

Listing generic and/or heuristic detections of malware families actually gives you a better
idea of the underlying threat trend. Whereas it made sense to focus on a specific variant
made sense years ago, when virus authors were mostly concerned with spreading a
specific variant as fast and far as possible, that approach doesn't really reflect the way
malware authors work today, making continuous updates and modifications to
malicious software.
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Worldwide Coverage with ESET’s ThreatSense.Net®

In addition to frequently updating your antivirus solution, it is important to have
proactive detection features, such as the sophisticated heuristic detection incorporated
into ESET’s NOD32 and ESET Smart Security, so as to be protected against the new and
unknown threats that appear daily.

In fact, while we don't necessarily list them in this report as a separate threat, heuristic
detections account for a very high percentage of all detections reported by
ThreatSense.Net®. This is an advanced threat tracking system which reports detection
statistics from millions of client computers around the world, and is believed to be the
most comprehensive malware reporting system in existence.

ThreatSense.Net® started its life as an ESET-originated initiative, implemented as VIRUS
RADAR?® (http://www.virusradar.com). The reporting system has evolved into a system
that has vastly improved the quality of the statistical data gathered. Where VIRUS RADAR
tracks email-borne threats, the information from ThreatSense.Net includes data about all
types of threats seen attacking user systems. This (anonymised) statistical information is
collected from those users of ESET security software who choose to enable the reporting
service in the product, and it gives a more comprehensive view of the behavior and
spread of malware in the real world. Data are currently collected from more than 10
million systems, and the system has in a short time tracked more than 10,000 different
threats and malware families.



